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SXECUTIVE
SUMIMIARY

Shadow Al isn't a rebellion of rogue employees. It's a vote of no

confidence in the official technology stack—and it's happening at
every level of the organization, including the C-suite.

A parallel technology organization now operates inside most
enterprises. It is powered by unapproved artificial intelligence tools

that IT, security, and compliance teams cannot see, manage, or control.

More than 80% of workers use unapproved Al tools on the job." Nearly
90% of security professionals—the people charged with protecting
the enterprise—are among them.' And 69% of CISOs acknowledge
bypassing their own governance protocols to use unauthorized Al.

This is not occasional experimentation. It is a systematic shadow
operation running in parallel to the official technology stack. The
average enterprise hosts 1,200 unauthorized applications,?® 86% of
organizations are blind to Al data flows,?° and the average company
experiences 223 incidents per month of employees sending sensitive
data to Al services—double the rate from one year ago.'

The financial impact is immediate. IBM reports that shadow Al
incidents now account for 20% of all data breaches, with an average
cost of $4.63 million per incident versus $3.96 million for standard
breaches—a 17% premium.* Shadow Al adds an average of $670,000
to total breach costs.* Gartner predicts that by 2030, more than 40%
of enterprises will experience security or compliance incidents
directly linked to unauthorized Shadow Al—a trajectory that has
already begun.®

BOTTOM LINE FOR THE C-SUITE

Shadow Al is not a technology problem—it is a strategic business

risk that touches data protection, regulatory compliance, intellectual
property, brand trust, and competitive positioning simultaneously.
Organizations that fail to establish visibility and governance within the
next 12 months face escalating breach costs, regulatory penalties, and
uninsurable exposure. This briefing provides the framework to act.

80%+
Workers Using
Unapproved Al
Including 90% of
security staff !

$4.63M
Shadow Al
Breach Cost

17% premium over
standard*

86%

Orgs Blind to Al
Data Flows

No visibility into
usage?°

69%

CISOs Bypassing
Own Rules

Using unauthorized
Al tools'

223

Monthly Data-
to-Al Incidents
Per company,
doubled YoY"

83%

Orgs Without
Basic Al Controls
No data protection
for Al
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SECTION @1

THE SCALE OF SHADOW Al:
WHAT THE DATA REVEALS

The scope of unauthorized Al adoption has reached a tipping point that renders voluntary
compliance insufficient. The following data, drawn from seven independent research programs
conducted in 2025, provides the evidentiary foundation for the governance decisions ahead.

Prevalence and Usage Patterns

UpGuard’s 2025 research, based on surveys of workers across multiple sectors, found that more
than 80% use unapproved Al tools in their jobs, with half doing so regularly and fewer than 20%
confining themselves to company-approved tools." Mid-level managers and low-level employees
reported the highest overall usage, while executives reported the highest rates of regular usage.”
Microsoft’s research found that 71% of UK employees use unapproved Al tools at work, with 51%
doing so at least weekly.?

Gartner’s 2025 survey of cybersecurity leaders found that 69% of organizations suspect or have
direct evidence that employees use prohibited public GenAl tools.® A separate Gartner survey of
175 employees found that 57% use personal GenAl accounts for work purposes, and 33% admit to
uploading sensitive information to unsanctioned tools.” Nearly half (47%) of people using generative
Al platforms do so through personal accounts that organizations have no visibility into.® Menlo
Security reported a 50% increase in Al website traffic from February 2024 to January 2025, totaling
10.53 billion monthly visits, with more than 60% of users relying on personal, unmanaged Al tools.®

Financial and Security Impact

IBM’s 2025 Cost of Data Breach Report found that shadow Al incidents now represent 20% of

all data breaches, with a cost premium: $4.63 million average versus $3.96 million for standard
breaches.* Cisco’'s 2025 study documented that 46% of organizations experienced internal data
leaks through generative Al—data flowing out through employee prompts rather than traditional
exfiltration.® Proofpoint reports that 77% of employees have been observed sharing sensitive,
proprietary information with tools like ChatGPT.8 Komprise’s 2025 survey of 200 U.S. IT directors
found that 90% are concerned about Shadow Al from a privacy and security standpoint, and nearly
80% have already experienced negative Al-related data incidents.®




Shadow Al: Comprehensive Data Dashboard

VALUE FINDING

80%+! Workers using unapproved Al tools

~90%" Security professionals using shadow Al

68 %2 CISOs bypassing own Al governance

91%?2 UK employees using unapproved Al weekly

69%° Organizations with evidence of prohibited GenAl use
57%7 Employees using personal GenAl for work

33%7 Employees uploading sensitive data to unapproved Al
20%* Shadow Al share of all data breaches

$4.63M* Average shadow Al breach cost

$670K+4 Extra penalty cost per Al-associated breach

46%° Organizations reporting GenAl data leaks

77 %% Employees sharing sensitive data with Al tools

86 %2° Organizations blind to Al data flows

83%"° Organizations without basic Al data controls

223" Monthly incidents of sensitive data to Al per company

~80%° Organizations with negative Al data incidents

40%+© Enterprises that will face shadow Al compliance incidents by 2030
36%2 Enterprises with dedicated Al policy

108 %3 Al-native app spending increase YoY

~50%2 Organizations expected shadow Al incidents in next 12 months
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SECTION 02

THE FIVE RISK DOMAINS
OF SHADOW Al

Shadow Al creates five interconnected categories of enterprise risk. Each requires dedicated
mitigation strategy, and collectively they represent a risk surface that most organizations have
not yet quantified.

ﬂ Data Exfiltration Through Prompts

Employees routinely paste sensitive information—customer records, internal
communications, credentials, source code, financial data, legal documents—directly
into Al tools. Cisco’s 2025 study found 46% of organizations experienced data leaks
through this channel.® Once submitted, data may be logged, retained, or incorporated
into model training, potentially surfacing in responses to competitors or the public. Sixty
percent of insider threat incidents involve personal cloud applications, with regulated
data accounting for 54% of policy violations.® The prompt itself is intelligence:
“Summarize this contract and identify terms unfavorable to us” reveals negotiation
strategy alongside the contract contents.

Compliance and Regulatory Violations

GDPR requires a legal basis for processing personal data and the right to erasure.
HIPAA demands strict control over patient data. The EU Al Act requires documented,
transparent Al processes. SEC disclosure rules demand timely reporting of material
cyber incidents. When employees use unauthorized Al tools, every one of these
frameworks is violated—silently and at scale. Only 36% of organizations have a
dedicated Al policy.® IBM found that Al-associated breach penalties alone cost
organizations over $650,000 extra per incident.* The SEC’s 2025 examination priorities
include explicit attention to Al oversight, focusing on data privacy, accuracy of
Al-generated content, and whether firms are overstating technology capabilities.”




in additional costs per incident

QB@?@D@@@ are attributed to Al-associated

breach penalties.*

E Decision Contamination

Al-generated outputs shape real business decisions—often without validation or
audit trail. An unauthorized tool providing incorrect financial analysis, flawed legal
interpretation, or biased hiring recommendations creates costly errors with no
recourse. Al models hallucinate facts, amplify biases, and produce discriminatory
outputs. When these outputs enter critical workflows through unmanaged
channels, the organization bears liability for decisions it did not know were being
made by tools it did not approve."3

Identity and Access Proliferation

Every shadow Al tool connected through an OAuth grant, API key, or personal
account creates an unmanaged identity and a potential lateral movement
pathway for attackers. These connections bypass identity governance, creating
blind spots in access management that security teams cannot monitor or revoke.”
When employees leave, their personal Al accounts—and the enterprise data
within them—Ileave with them. This creates permanent data residency risk that
traditional offboarding cannot address.!

@ Cost Sprawl and Operational Fragmentation

Spending on Al-native applications rose 108% year-over-year, averaging $1.2
million per organization.® Consumption-based Al pricing makes tracking costs
impossible when dozens of teams independently adopt tools. Shadow Al drives
duplicate spending, fragmented workflows, and an expanded attack surface
that compounds every other risk category. Organizations unknowingly host an
average of 1,200 unofficial applications.t?°
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SECTION 0%

WHY SHADOW Al IS
DIFFERENT FROM SHADOW IT

Critical Distinction For the Board

Shadow IT stored files externally—a bounded, identifiable risk. Shadow Al fundamentally differs
in four ways:

1. Data goes out, not just in. Employees actively send sensitive data to third-party models.

2. Prompts reveal strategy. The questions asked expose context that raw data alone does not.
3. Outputs drive decisions. Al-generated analysis shapes business actions without audit trails.
4

. Datais permanent. Once entered into an Al model, data may be logged, cached, or used for
training—permanently outside organizational control.

Each employee using an unapproved Al tool is an invisible,
continuous data exfiltration channel.

Shadow IT vs. Shadow Al: Risk Comparison

FINDING SHADOW IT (2015 ERA) SHADOW Al (2026 ERA)

Data direction Files stored externally Sensitive data actively sent to models

Information revealed File contents only Strategy, intent, and negotiating position via prompts
Decision impact Workflow efficiency Outputs directly shape business decisions

Audit trail Access logs available No record of Al interactions or outputs

Data permanence Recoverable/deletable g/l:rﬁ]t;iecr?ﬁ;ed’ logged, or used for model training
Detection Network/SaaS discovery tools Requires Al-specific CASB and DLP capabilities
Regulatory exposure Data residency, privacy Al Act, GDPR, HIPAA, SEC, NIS2, DORA simultaneously

Scale of adoption Departmental Universal—80%+ of entire workforce'
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ROOT CAUSES: THE GOVERNANCE-ADOPTION GAP

Understanding why Shadow Al proliferates is essential to addressing it. The behavior is
driven by three structural forces, not individual defiance.

The Productivity Gap

Sanctioned enterprise tools lag behind consumer Al in speed, capability, and user experience.
Employees use unapproved tools because they perceive them as better for getting their

work done. UpGuard found a striking positive correlation: the more employees believed

they understood Al security requirements, the more regularly they used unapproved tools.
Confidence breeds circumvention. Research confirms that a corporate “secure chat” interface
that is slow or restrictive compared to consumer alternatives will drive users back to the tools
that “just work.”

The Governance Lag

Al capabilities are evolving faster than organizations can develop, approve, and enforce
policies. Only 36% of organizations have a dedicated Al policy.2 When an employee requests
a new Al tool, the typical approval process takes months—by which time the employee has
been using a personal account for weeks. Organizations that succeed are building rapid
evaluation processes where requests get answers in days, not quarters.

The Cultural Signal

Modern enterprises prize initiative and speed, sometimes valuing experimentation over
process adherence. When leadership tacitly rewards productivity gains without asking where
they came from, shadow behavior is reinforced. The fact that 68% of CISOs bypass their own
governance? sends a powerful cultural signal: the rules are not practical enough to follow,
even for those who wrote them.

C-SUITE INSIGHT

Shadow Al is a demand signal. If 80% of your workforce uses unsanctioned tools, the
problem is not the workforce—it is the gap between what you provide and what they need.
Organizations that lead in Al governance do not lead with prohibition. They lead with better
alternatives, faster approvals, and practical guardrails.
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REGULATORY, INSURANCE,
AND LIABILITY EXPOSURE

Personal Executive Liability Is Expanding

Gartner identifies regulatory volatility as a top 2026 cybersecurity trend, warning that
regulators are increasingly holding boards and executives personally liable for compliance
failures.” This is not theoretical: the SEC’s 2025 examination priorities include explicit attention
to Al oversight, data privacy, and accuracy of Al-generated content.'? Under the EU Al Act,
organizations deploying Al without documented governance face substantial penalties. Under
GDPR, processing personal data through unauthorized Al tools constitutes a breach of lawful
processing principles. Board members who cannot demonstrate due diligence on Al governance
face personal liability exposure.

Regulatory Framework Exposure

REGULATION SHADOW AI VIOLATION CONSEQUENCE

EU Al Act g:sdezzlsnn;ir;ted Al processing; no risk Penalties up to 7% of global turnover
GDPR Unlawful data processing; no legal basis Up to €20M or 4% of global turnover
HIPAA PHI shared with unapproved third parties Up to $1.5M per violation category/year
SEC Disclosure Rules Failure to report material Al incidents Enforcement action; personal liability

Inadequate risk management for essential

NIS2 .
services

Up to €10M or 2% of global turnover

NIST Al RMF Non-compliance with Al governance standards Federal contract eligibility risk

State Al Laws (CO, UT, CA) Non-compliant Al usage in regulated sectors Varies by jurisdiction




Insurance Implications

Cyber insurers are tightening underwriting requirements, and Shadow Al is becoming

a specific area of inquiry. Insurers increasingly expect organizations to demonstrate Al
governance controls—uvisibility into usage, published policies, and technical enforcement—
as conditions of coverage. Organizations unable to show these controls may face higher
premiums, reduced limits, or policy exclusions for Al-related incidents. Demonstrable Al
governance maturity will increasingly be required for favorable terms.”™

Gartner identifies regulatory volatility as a top
2026 cybersecurity trend. This risk is compounded
by employee behavior, creating significant, often

unmanaged compliance exposure.

57%
of workers use
personal GenAl tools

33%
of workers upload
sensitive data
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THE SHADOW Al
GOVERNANCE PLAYBOOK

The goal is not to suppress innovation but to harness it—transforming unauthorized
experimentation into governed capability before it becomes catastrophic risk.

STRATEGIC OBJECTIVE: Achieve full visibility into Al usage, channel employee demand into
approved tools, implement technical controls to prevent data exposure, and establish continuous
governance—without killing innovation or driving talent attrition.

PHRASIE Ts

DISCOVER — SEE WHAT YOU CANNOT CURRENTLY SEE

DEPLOY AI-SPECIFIC DISCOVERY TOOLS.

Use Cloud Access Security Brokers (CASBs) with Al detection capabilities, endpoint
management tools, and network traffic analysis to identify all Al tool usage across the
organization—including browser extensions, embedded scripts, personal cloud accounts,
OAuth grants, and API connections to Al services. Discovery platforms examine financial
transactions, browser usage, and network traffic to detect both established services and
newly developed ones.2®

CONDUCT A COMPREHENSIVE Al USAGE AUDIT.

Map which Al tools are in use, by whom, in which departments, and what data is flowing
to them. Identify the highest-risk use cases—where regulated data, intellectual property,
or strategic information intersects with unauthorized Al. This is the foundational step: you
cannot govern what you cannot see.>"

B

B

QUANTIFY THE FINANCIAL EXPOSURE.

Using audit findings, model the financial exposure from Shadow Al using IBM’s $4.63M
average breach cost, regulatory penalty ranges, and insurance coverage gaps. Present this
to the board as a quantified business risk, not an abstract technology concern.*




PRASE 25
CATALOGUE — MAKE THE APPROVED PATH FASTER THAN THE
SHADOW PATH

BUILD AN APPROVED Al CATALOGUE.

Evaluate and approve a core set of enterprise Al tools that meet security, compliance,
and data residency requirements while matching the capability and user experience
of consumer alternatives. Focus on one or two core platforms that handle 80% of use
cases well—if these are competitive, adoption follows naturally.?

E CREATE A RAPID EVALUATION PROCESS.
When employees request a new Al tool, they need an answer in days, not months.
Build a lightweight intake form: What problem does this solve? What data does it
touch? Does an approved tool already handle this? Fast approvals and fast denials
both reduce shadow behavior. Target evaluation-to-decision in under two weeks.'

E ESTABLISH Al SANDBOXES.
Create contained environments where employees can test and validate Al models
using synthetic or anonymized data. Sandboxes provide freedom within defined
boundaries—allowing innovation without exposing sensitive information.™

SANDBOXES let employees test and validate Al models with

synthetic or anonymized data—enabling innovation within

safe boundaries without exposing sensitive information.
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PHRASIE &3

CONTROL — DEPLOY TECHNICAL GUARDRAILS

N

IMPLEMENT AI-AWARE DATA LOSS PREVENTION.

Deploy DLP tools that inspect all content flowing to Al applications and block transfers

of source code, regulated data, intellectual property, and credentials to unauthorized
services. Modern Al-embedded DLP tools automatically recognize when employees share
sensitive information with Al tools and can block transmission in real time.8©

ENFORCE ZERO-TRUST Al DATA ACCESS.

Al systems should connect to enterprise data through secure gateways that enforce role-
based permissions, maintain data sovereignty, and create immutable audit logs. Data
should never leave the private data network—Al interacts with information in controlled
environments where every request is authenticated, authorized, and logged.”®

IMPLEMENT ROLE-BASED Al ACCESS CONTROLS.

Not all Al access should be equal. Fine-tune access by job function and data sensitivity.
High-risk roles handling regulated data require stricter controls than general business
users. For tools with embedded Al features, configure data access permissions at the
feature level.”®

BLOCK HIGH-RISK Al SERVICES.

For Al tools that refuse data processing agreements, lack enterprise security certifications,
or train on submitted data, implement technical blocks at the network and endpoint level.
Make clear which services are prohibited and why.

PRASE &

GOVERN — ESTABLISH POLICY AND ACCOUNTABILITY

PUBLISH AN ENTERPRISE Al ACCEPTABLE USE POLICY.

Clearly define: which Al tools are approved; what data categories may and may not

be used with Al; how Al outputs must be validated before use in decisions; disclosure
requirements for Al-assisted work; and consequences for policy violations. The policy must
be practical and enforceable—data confirms that unrealistic policies are simply ignored.6"
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ESTABLISH AN Al GOVERNANCE BOARD.

Create a cross-functional body with representation from IT, security, legal,
compliance, HR, and business leadership. This board oversees Al practices, aligns
strategies, guides data usage, and ensures compliance with regulations. Meet
monthly; report to the board quarterly."™

IMPLEMENT Al AGENT GOVERNANCE.

Every Al agent deployed internally should be inventoried, assigned an owner,
granted least-privilege access, monitored for behavior, and subject to regular review.
Apply the same onboarding rigor to Al agents as to human employees—including
offboarding when agents are retired.”™

RUN QUARTERLY SHADOW Al AUDITS.

Shadow Al is not static—new tools emerge constantly. Go beyond surface-level SaaS
discovery to identify in-browser usage, APl-connected services, and unauthorized
model deployments. Use findings to update the approved catalogue and address
governance gaps.®"

PRASE Ss

ENABLE — TURN GOVERNANCE INTO COMPETITIVE ADVANTAGE

IN

@I

REWARD RESPONSIBLE Al ADOPTION.

Designate Al champions in each business unit to bridge the gap between policy
and practice. Share best practices across teams. Celebrate productivity gains from
approved tools to build cultural momentum.’2

MEASURE OUTCOMES, NOT JUST COMPLIANCE.

Track how approved Al is improving productivity, what business value it creates, and
where actual risk is occurring versus theoretical risk. Governance should optimize
for business outcomes, not just minimize violations.

ITERATE CONTINUOUSLY.

Al governance cannot be set and forgotten. Build quarterly review cycles into the
framework. What works today may not work in six months as new capabilities
emerge. The organizations that build this governance infrastructure now will lead
their industries for the next decade.™
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The “Sanction the Shadow” Framework: Summary

DISCOVER EDTI GOVERN @@

KEY ACTIONS: CASB + audit; KEY ACTIONS: AUP; Al Board;

map data flows; quantify exposure agent governance; audits

SUCCESS CRITERIA: 100% SUCCESS CRITERIA: Policy
visibility; risk quantified for board compliance tracked; board reporting
TIMELINE: Weeks 1-4 TIMELINE: Months 2-4

CATALOGUE @2 ENABLE Pg

KEY ACTIONS: Approved tools; KEY ACTIONS: Champions; outcome
fast-track eval; sandboxes metrics; iteration

SUCCESS CRITERIA: Catalogue SUCCESS CRITERIA: Shadow

live; eval < 2 weeks declining; approved Al growing
TIMELINE: Weeks 3-8 TIMELINE: Months 4-12

CONTROL @3

KEY ACTIONS: Al-aware DLP;
zero-trust gateways; RBAC

SUCCESS CRITERIA: Sensitive
data leakage reduced 80%+

TIMELINE: Weeks 6-12
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IMPLEMENTATION ROADMAP

90-Day Sprint: Immediate Actions

WEEK  ACTION OWNER DELIVERABLE

1-2 Deploy CASB with Al detection; begin audit CISO Discovery tool active

2-3 Complete Al usage audit; map data flows CISO / IT Security Full Al inventory + risk heat map

3-4 Quantify financial exposure; board briefing CISO / CFO Board presentation with $ exposure
B85S Draft and publish Al Acceptable Use Policy CISO / Legal / HR AUP approved and communicated
4-6 Evaluate and launch approved Al catalogue CTO/CISO Approved tools available; portal live
5-8 Deploy Al-aware DLP controls Security Architecture Al channels monitored; alerts active
6-8 Build rapid Al tool evaluation process CTO / CISO Intake form live; < 2-week SLA

8-10 Launch Al security awareness training CISO / HR 100% workforce completion target
10-12 Establish Al Governance Board CEO/CRO Charter signed; monthly cadence set
12-13 Conduct first quarterly Shadow Al audit CISO Baseline established; gaps documented

Months 4-12: Maturation and Optimization

WEEK ACTION OWNER DELIVERABLE

4-5 Implement role-based Al access controls Identity & Access RBAC active on all sanctioned Al

4-6 Deploy Al sandboxes for experimentation CTO Sandbox environments operational

5-6 Implement Al agent governance framework CTO / CISO All agents inventoried + controlled

6 Run executive Al crisis tabletop exercise CRO / Legal C-suite completed; gaps logged

7 Second quarterly Shadow Al audit CISO Unauthorized tools reduced 50%+

8-9 Zero-trust Al data gateway deployment SecuArity All Al data flows through gateway
Architecture

9-10 Integrate Al risk into board reporting CFO / CISO Quarterly Al risk metrics live

10 Third quarterly audit CISO Continued reduction trend confirmed

11-12 Ienvsigreanrlcee renewal with Al governance CFO / Risk Mgmt Documentation accepted by insurer

12 Annual Shadow Al governance review Al Governance Framework updated; next year planned

Board
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SECTION 08

METRICS AND BOARD REPORTING FRAMEWORK

The following metrics framework is designed for quarterly board presentation. Each metric
includes a target, benchmark, and reporting cadence to enable data-driven governance.

Shadow Al Governance Scorecard

METRIC TARGET BENCHMARK FREQUENCY
Unauthorized Al tools detected Declining QoQ Avg 1,200 apps/org? Monthly
Sensitive data-to-Al incidents Reduce 50% in 6 months 223/month per company™  Monthly
Approved Al adoption rate 280% of all Al usage Varies by org Monthly
Al tool evaluation turnaround < 2 weeks Months (typical) Monthly
Al AUP training completion 100% of workforce 36% have Al policy® Quarterly
Al agent inventory coverage 100% of deployed agents Varies Quarterly
Al-related compliance incidents Zero 20% of breaches?* Quarterly
Shadow Al audit completion Quarterly Annual (typical) Quarterly
Al DLP alert-to-resolution time < 24 hours Varies Monthly
Al governance board meeting cadence Monthly Ad hoc (typical) Monthly

Investment ROI: Shadow Al Governance Program

INVESTMENT ANNUAL COST BUSINESS CASE

CASB with Al detection $30K-$100K Enables visibility; prerequisite for all other actions
Al-aware DLP deployment $30K-$100K Prevents 223 monthly data-to-Al incidents™
Approved Al catalogue + portal $20K-$80K Channels demand; reduces shadow adoption rate
Al sandboxes $15K=$50K Er?catti)cljis safe experimentation; reduces policy

Al security awareness training $10K-$40K gggzesses root cause of 33% uploading sensitive
Al Governance Board operations $10K-$30K Cross-functional oversight; regulatory readiness

Total governance program $115K-$400K Avoids avg $4.63M shadow Al breach cost*
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N TAKEAWAYS FOR

THE C-SUITE

The

infrastructure in 2026 will lead their industries for
the next decade. The ones that don’t will spend

that

organizations that build Al governance

time playing catch-up.

m SHADOW Al IS YOUR MOST URGENT

=

BLIND SPOT.

80%+ of your workforce is using
unapproved Al—including your security
team and your fellow executives. If you
lack visibility into Al usage, this is your
first action item.

THE FINANCIAL EXPOSURE IS REAL
AND QUANTIFIABLE.

Shadow Al breaches cost $4.63M

on average—a 17% premium. Al-
associated penalties add $670K+. A
$115K-$400K governance program is a
fraction of a single incident’s cost.*

BANNING Al IS NOT A VIABLE
STRATEGY.

Prohibition drives talent attrition,
competitive disadvantage, and
increased shadow behavior. The
organizations succeeding are making
the approved path easier and faster
than the shadow path.'2'

START WITH DISCOVERY—YOU

CANNOT GOVERN WHAT YOU
CANNOT SEE.

Deploy Al-specific detection tools,
audit usage, map data flows, and
quantify the financial exposure. Present
findings to the board as a business risk
with a dollar figure.?®

THE APPROVED PATH MUST BE
BETTER, NOT JUST SAFER.

If your enterprise Al tools are slow,
restrictive, or inferior to consumer
alternatives, employees will circumvent
them—regardless of policy. Invest in
tools that match the user experience
employees expect.?
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Al GOVERNANCE IS NOW A
REGULATORY OBLIGATION WITH
PERSONAL LIABILITY.

EU Al Act, GDPR, HIPAA, SEC,
NIS2, and state Al laws all impose
requirements that Shadow Al
systematically violates. Regulators
are holding executives personally
accountable.®”?

EVERY UNAUTHORIZED Al TOOL IS
AN UNVETTED THIRD-PARTY DATA
PROCESSOR. Shadow Al transforms
your workforce into an inadvertent
supply chain vulnerability, creating
data processing relationships that
bypass all vendor risk assessment.®

GOVERNANCE MUST EVOLVE AT THE
SPEED OF Al ADOPTION.

Static policies fail. Build quarterly
review cycles, rapid tool evaluation
processes, and continuous monitoring
into your governance framework."

CULTURE DETERMINES SUCCESS
MORE THAN TECHNOLOGY.

Lead with communication, not
punishment. Encourage disclosure.
Designate Al champions. Celebrate
responsible innovation. The best
governance isn't enforcement-heavy—
it's friction-light.121314

ﬂ@ ACT NOW-THE GAP BETWEEN PREPARED
AND UNPREPARED IS WIDENING.

The organizations that establish governance now will turn

today’s risk into tomorrow’s competitive advantage. Those

that delay will face compounding costs.

~50%
of organizations expect
a shadow Al incident in
the next 12 months.®




APPENDIX A: RAPID ASSESSMENT & DECISION TOOLS

QUARTERLY BOARD BRIEFING TEMPLATE: SHADOW Al

SECTION CONTENT

Al Landscape Update New Al tools detected; industry trends; threat intelligence relevant to Al

Shadow Al Dashboard Unauthorized tools count; data flow incidents; trend direction (improving/worsening)
Approved Al Adoption Catalogue usage rates; top approved tools; employee satisfaction metrics

Risk Exposure ($) Quantified exposure from discovered shadow Al; insurance coverage alignment
Incident Summary Al-related incidents since last report; root causes; corrective actions taken
Compliance Status Regulatory developments (Al Act, SEC, state laws); audit findings; gap remediation
Investment & ROI Governance program spend vs. risk reduction; next-quarter investment requests

SHADOW Al BOARD READINESS ASSESSMENT

QUESTION FOR THE BOARD STATUS PRIORITY
Do we have visibility into which Al tools employees are using? O Yes O No Critical
Do we have a published, enforced Al Acceptable Use Policy? O Yes O No Critical
Do we have an approved Al tool catalogue that employees use? O Yes O No Critical
Do our DLP tools cover Al-specific data channels? O Yes O No Critical
Can we detect sensitive data flowing to Al endpoints in real time? O Yes O No Critical
Have we quantified our financial exposure from Shadow Al? O Yes O No Critical
Do we have an inventory of all internally deployed Al agents? O Yes O No High

Is Shadow Al governance included in our board reporting? O Yes O No High
Do our incident response plans include Al data exposure scenarios? O Yes O No High
Does our cyber insurance explicitly cover Al-related incidents? O Yes O No High
Have all employees completed Al-specific security training? O Yes O No High
Do we have a fast-track process for evaluating new Al tools (<2 weeks)? [ Yes O No Medium
Do we monitor OAuth grants and API connections to Al services? O Yes O No Medium

Do we have offboarding procedures for Al tool access? O Yes O No Medium
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SHADOW Al INCIDENT RESPONSE CHECKLIST

HOUR ACTION OWNER

O 01 Identify the Al tool involved; classify data sensitivity CISO /IR Lead

O 01 Block ongoing data flow to the Al service Security Operations

O 1-4 Determine scope: what data was shared, by whom, over what period IR Team / Forensics

O 1-4 Notify executive leadership and legal counsel CRO / General Counsel
O 4-12 Contact Al provider: request data deletion and processing records Legal / CISO

O 4-12 Assess regulatory notification obligations (GDPR 72-hr, SEC, etc.) Legal / Compliance

O 12-24  Activate communication playbook for affected data subjects Communications / Legal
O 12-24  Revoke all OAuth grants and API connections to the Al service Identity & Access

O 24-48  Submit regulatory notifications per applicable timelines Legal / Compliance

O 24-48 File cyber insurance claim with full documentation CFO / Risk Mgmt

[0 48-72 Conduct root cause analysis; update AUP and controls CISO / Al Governance Board
[0 48-72 Brief the board; document lessons learned CRO/CISO
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~90% of security professionals; half use them regularly;
<20% use only approved tools; positive correlation
between confidence and unauthorized use.

The Al Hat / Microsoft Research, “The Executive Guide to
Shadow Al: From Security Risk to Competitive Advantage,”
December 2025. 68% of CISOs bypass own governance.
Microsoft: 71% of UK employees use unapproved Al; 51%
weekly. Enterprise tools lag consumer tools in UX.

Zylo/Productiv, “2025 SaaS Management Index,” updated
February 2026. Al-native app spending +108% YoY,
averaging $1.2M per org.

IBM Security, “Cost of a Data Breach Report 2025.”
Shadow Al incidents = 20% of all breaches at $4.63M
average (vs. $3.96M standard). Al-associated cases
add $670,000+ per breach in penalties. Organizations
deploying Al in security cut response by 80 days.

Komprise, “2025 IT Survey: Al, Data & Enterprise Risk” (200
U.S. IT directors/executives at enterprises with 1,000+
employees). 90% concerned about Shadow Al; ~80%
experienced negative Al data incidents; 13% reported
financial, customer, or reputational harm; 83% lack basic Al
data controls.

Gartner, “2025 Survey of Cybersecurity Leaders.” 69%
have evidence of prohibited GenAl use. Predicts 40%+ of
enterprises will face shadow Al compliance incidents by
2030.

Gartner, “Top Trends in Cybersecurity for 2026” and
“Forecast: Information Security, Worldwide, 2023-2029,
3Q25 Update,” February 2026. Global security spending
$244.2Bin 2026 (+13.3%). Agentic Al and regulatory
volatility as top trends. Employee survey: 57% use personal
GenAl for work; 33% upload sensitive data.

Proofpoint / Menlo Security / Acuvity / S&P Global, various
2025-2026 reports. 77% of employees share sensitive
data with Al tools. Al website traffic +50% YoY (10.53B
monthly visits). 60%+ rely on personal Al tools. Only 36%
have dedicated Al policy. ~50% expect shadow Al incident
within 12 months.

Cisco, “2025 Al Data Protection Study.” 46% of
organizations experienced internal data leaks through
generative Al, flowing out through employee prompts.

Netskope / Kiteworks, “Cloud and Threat Report 2026”
and “2026 Al Data Security Crisis.” 60% of insider threat
incidents involve personal cloud apps; 31% of users upload
data monthly; regulated data = 54% of violations. Zero-
trust Al data protection framework; 223 monthly incidents
of sensitive data sent to Al per company (doubled YoY).
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17.

18.
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20.

ISACA, “The Rise of Shadow Al: Auditing Unauthorized Al
Tools in the Enterprise,” 2025. Al governance roadmap:
tool registry, cross-functional governance teams, ERM
integration. NIST Al RMF and EU Al Act compliance
requirements. Al audit framework.

Advisor Perspectives / The Oasis Group, “CTOs Must
Govern Shadow Al or Face Security Risk,” February 2026.
SEC 2025 exam priorities include Al oversight. Sequence:
assess, educate, enable, then enforce. Al champions

in business units. Flexible architectures for rapid tool
changes.

ClO.com, “Shadow Al: The Hidden Agents Beyond
Traditional Governance,” November 2025. Al sandboxes
for safe experimentation. Centralized Al gateways. Cultural
reinforcement: encourage disclosure, not punishment. EY
2024 Responsible Al Principles. Detection through CASBs
and behavioral recognition.

Alignmt.ai / Invicti, “Shadow Al and the Next Evolution of
Work: Why Governance Is the Only Path Forward,” and
“Shadow Al: Risks, Challenges, and Solutions in 2026.”
80/20 rule for core platforms. Rapid evaluation processes.
Outcome-based governance. Continuous iteration.
Governance as enabling, not restricting.

Dell Services, “Avoiding Shadow Al with Effective
Enterprise Governance,” December 2025. Al Governance
Board structure. Al intake framework with prioritization.
Integration with existing operating models. Lifecycle
management and formal governance roles.

Larridin, “Al Governance Framework: Ethical Compliance
& Shadow Al Control,” February 2026. 90% recognize

Al governance as blind spot; 50% face shadow Al.
Comprehensive audit methodology. Risk management
aligned with NIST and OECD Al Principles.

BlackFog, “The Rise of Shadow Al: Preventing Data
Exfiltration in the Age of ChatGPT,” February 2026.
McKinsey: 88% of organizations used Al regularly in 2025.
Prompt-based data leakage taxonomy. File uploads and
automated indexing risks. Holistic data protection strategy.

PwC, “2026 Global Digital Trust Insights” (3,887
executives, 72 countries). 60% rank cyber risk in top 3
strategic priorities. Al enablement = top cyber budget
priority. Workforce shortages impede Al governance.

World Economic Forum, “Global Cybersecurity Outlook
2026,” January 2026. Cybersecurity shaped by Al
acceleration, geopolitical fragmentation, and widening
technological divide. Collective action imperative.

Kiteworks “2025 Al Data Security and Compliance Risk
survey” (461 professionals). Average enterprise hosts
1,200 unauthorized applications; 86% blind to Al data
flows.

BLIND SPOTS is a recurring C-suite threat briefing series. This volume is prepared for executive leadership and board risk
committees. Shadow Al governance should be adapted to the organization’s specific industry, regulatory environment, and

risk profile. The Al landscape evolves rapidly; this document should be reviewed and updated quarterly.
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and Implementation, Perpetual Enablement, and Human Connection. The speed of change in
technology today is driving a matched evolution of the IT landscape—and more than ever, IT
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