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FOREWORD — /

Manufacturing contributes ~$2.9 TRILLION to US-GDP and
employs ~12.6 MILLION AMERICANS e

This industrial engine runs on an-increasingly inter ected
digital foundation: MES, SCADA, PLCs, ERP, and engineeri

design repositories. When any thread in this web breaks—by
accident, error, or attack—consequences cascade throu
production in minutes. —

This guide is for the professionals keeping th/gl:/w/e/k/) intact:
ClOs, CISOs, internal audit leaders, and piér/it or op ions
executives.. It provides practitioner-level a/r)/alyé/i/s/ of how
standard risk concepts translate into the Unique realities of
manufacturing.

How to Use This Guide

Each chapter is self-contained. Domain-focused readers can navigate
directly to relevant chapters. Those building a comprehensive program
should read in order, as later chapters build on earlier foundations.

This document is intended for informational purposes only and should not be used for legal advice.
Examples, thresholds, and maturity targets are illustrative unless explicitly sourced.
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Manufacturing’s IT risk profile is shaped by
operational complexity, deep supply chain
interdependence, regulatory intensity, and OT/IT
convergence on the shop floor.

1.1 INDUSTRY STRUCTURE AND THE RISK IT CREATES

The Modern Manufacturing Model

Modern manufacturing—discrete (automotive,
aerospace, electronics), process (chemicals,
pharma), and hybrid—relies on digitally controlled

production, automated quality inspection, integrated

supply chain platforms, and ERP. A manufacturer’s

most valuable assets (proprietary processes, product
designs, customer specs, quality records) must flow

across engineering systems, equipment, suppliers,
and customers. Each boundary is a critical risk
management point.

The Interconnected Supply Chain
Problem

A single Tier-2 supplier of specialty fasteners may
serve dozens of OEMs. Just-in-time manufacturing
reduces buffer for supply disruptions. An IT
incident at any critical supplier—e.g., ransomware
shutting down a component manufacturer—can
propagate disruption across multiple facilities
worldwide within days.

INDUSTRY SCALE

Global manufacturing output
exceeded $16T in 20232

J
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A modern auto plant
produces thousands of
vehicles daily, each built
from tens of thousands
of components.

Pharmaceutical batch
processes can represent
millions in product value,
with significant work in
progress across facilities.
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Export control
violations are often
enabled or amplified
by IT control

failures, including
misconfigured access
controls, screening
failures, and
collaboration platform
misconfigurations.

The Geopolitical Dimension

Reshoring incentives, export controls, foreign investment
reviews, and trade restrictions create IT compliance obligations
that carry operational risk. Technology transfer restrictions and
sanctions compliance require IT systems to enforce access
controls correctly.

1.2 WHAT MAKES
MANUFACTURING IT RISK UNIQUE

The OT/IT Convergence Gap

Manufacturing runs on two parallel IT environments: corporate
IT (ERP, HR, finance) and OT (PLCs, SCADA, CNC, robotics).
Industry 4.0 demands integration, but a phishing email on

the corporate network can serve as entry point for an attack
reaching manufacturing equipment. Building controls to interrupt
this path at multiple points is a defining challenge.



Extreme Consequence Density

In manufacturing, outages can destroy in-
process product, trigger safety incidents,
violate regulations, and cause cascading supply
chain disruptions. Interrupted batch processes
produce unusable product. Equipment losing
control signals may enter unsafe states.

Intellectual Property as
Primary Asset

For aerospace, defense, automotive, and
high-tech manufacturers, proprietary processes,

designs, and quality methodologies are the primary

competitive asset—existing largely as data:
CAD/CAM files, process specs, tooling designs,
formulations. A single successful exfiltration of
a proprietary manufacturing process can erode
competitive advantage for years.

CALCULATING
A DOWNTIME COST

Formula:

(Production rate/hr x Margin/unit)
+ (WIP at risk) + (Penalties) +
(Recovery costs) = Downtime Cost

Example:

A $2M/day facility loses
~$100K-$250K per hour of
downtime before recovery
costs, customer penalties, and
reputational impact.

— KEY TAKEAWAYS

every tier.

operational risk.

v Manufacturing IT risk is uniquely demanding due to operational complexity,
IP concentration, and OT/IT convergence.

v’ Supply chain interconnection creates IT security obligations across

v’ Geopolitical dynamics have made export control compliance a direct IT

v/ Consequence density can be extremely high. Even brief downtime or
compromised IP can result in substantial financial impact.
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2.1 WHO IS TARGETING MANUFACTURING COMPANIES?

Nation-State Threat Actors

State-sponsored espionage against manufacturers is well-documented. State-sponsored and
organized criminal actors continue to target manufacturers for disruption, extortion, and intellectual
property theft. APT41, Sandworm, and Lazarus Group have conducted extensive campaigns using

supply chain compromise, spearphishing, and exploitation of public-facing applications.

Ransomware Groups

Groups including LockBit, BlackCat (ALPHV),
ClOp, and Royal target manufacturers
because production disruption creates
enormous financial pressure to pay. Modern
operations conduct reconnaissance for weeks
before deploying, specifically targeting OT
environments for maximum leverage.

Insider Threats

High IP value combined with engineer mobility
creates elevated insider risk: engineers
downloading files before departing for
competitors, former employees retaining
access, and foreign intelligence recruitment.

Hacktivists and Opportunistic
Attackers

DDoS attacks, website defacement, and

exploitation of unpatched vulnerabilities require

baseline security controls.

RANSOMWARE
ECONOMICS

$1.9M

Average ransom payment in
manufacturing (2023)*

$4.9M

Average total recovery cost
including downtime
(more than 2x the ransom)?®

#1 Targeted Industry

For four years in a row,
manufacturing has been the
most targed industry, including
extortion (29%) and data theft
(24%)°



® SECTION 02 The Threat Landscape — What You're Defending Against

2.2 THE MAJOR ATTACK SCENARIOS

Scenariol:

A
&

Scenario 2:

£8

Ransomware Targeting MES/SCADA

A top-priority threat scenario for many manufacturers is ransomware
affecting MES, SCADA, or adjacent production systems. Attacker gains
access via phishing, compromised vendor, or unpatched system. Over
days/weeks they escalate privileges, identify MES/SCADA infrastructure,
and deploy ransomware timed for maximum impact. Without MES/SCADA,
operators cannot dispatch work, track production, enforce parameters, or
generate quality records. Production halts.

Ransomware Defense Priorities

Three highest-impact controls:
1. Immutable backups—air-gapped or object-locked with weekly restore tests.
2. OT network segmentation—prevent lateral movement from corporate network.

3. PAM with just-in-time access—Iimit credential-based propagation.

Nation-State IP Exfiltration via Engineering Software

Compromised engineering software update contains a lightweight implant
searching for CAD drawings, process specs, and formulations. Exfiltration
through encrypted channels indistinguishable from normal update traffic.
May remain dormant for months, with years of design data exfiltrated
before discovery.



Scenario 3: OT Network Breach via IT/OT Convergence

A predictive maintenance platform bridges OT and IT networks without
adequate security review. Attacker pivots through the analytics system into
the OT network, potentially modifying process parameters, disabling safety
interlocks, or deploying destructive malware.

OT/IT Integration = High-Risk Events

Every project connecting OT to IT should trigger formal security review before
implementation. Default posture: one-way data flow from OT to IT (data diode
where feasible), never direct interactive IT-to-OT access.

Scenario 4: Supply Chain Attack via Equipment Vendor

Attacker compromises an equipment vendor’s infrastructure and obtains

manufacturing incidents. Vendor access management remains a critical

Q\Q VPN credentials for plant access. This scenario is well established in recent

v

— KEY TAKEAWAYS

control area and should be treated as a formal security review trigger for
any OT/IT integration project. Vendor access management is a critical
control gap.

Nation-state actors are the most persistent threat, targeting IP through
supply chain compromise and spearphishing.

Ransomware groups target manufacturers because production disruption
creates financial pressure to pay.

Insider threats are elevated because engineers with the most valuable
data access are the most sought-after targets.

Every OT/IT integration project creates new attack surface and requires
mandatory security review.







3.1 RISK ASSESSMENT METHODOLOGY

Integrating NIST SP 800-30, ISO/IEC 27005, and Manufacturing ISAC guidance, the process
has five phases:

1. Scope and Context—define assets including OT, manufacturing IT, enterprise IT, and infrastructure.
2. Asset Identification and Valuation—inventory and assign criticality via BIA.

3. Threat and Vulnerability Identification—from scans, pen tests, audits, and threat intel.

4. Risk Analysis—estimate likelihood and impact for each threat-asset combination.
5

Risk Evaluation and Treatment—compare against appetite thresholds and define treatment actions
with owners and timelines.

3.2 THE MANUFACTURING IT RISK REGISTER

Risk Score = Likelihood (1-5) x Impact (1-5) | Ranges: Critical: 15-25 - High: 10-14 - Medium: 5-9 - Low: 1-4

lllustrative scoring model; mature programs may also use weighted scoring or quantitative analysis for material scenarios.

RISK SCENARIO CATEGORY LIKELIHOOD IMPACT SCORE PRIMARY CONTROLS
gaclsgfware onMES/ cvper 4- Likely 5 - Critical 20 Critical Egiunsswork seg., immutable
Nation-State IP Theft Cyber/IP 3-Possible 5 - Critical 15 Critical DLP, behavioral analytics, ZTA
(Ejlé'lzitconvergence Cyber/OT 3-Possible 5 - Critical 15 Critical  Purdue model, IEC 62443 controls
Tier-1Vendor Breach  Supply Chain  4-Likely 4 - High 16 Critical Iopr?t'\r/lélgendor remote access

ERP Extended Outage Infra. 2-Unlikely 5 - Critical 10 High HA Clustering, tested DR failover
Cloud Region Failure Infra. 3-Possible 4 - High 12 High Multi-region, multi-cloud strategy
MES/SCADA Failure OT/Infra 2-Unlikely 5 - Critical 10 High Active-active, manual fallback
Insider Threat / Exfil. People/IP 3-Possible 4 - High 12 High UBA, data classification, PAM
Export Control Violation Compliance 2-Unlikely 4 - High 8 Med Eg:tire(;dl—party screening, access
Legacy OT Vulnerability OT/Cyber 4-Likely 3 - Moderate 12 High Micro-seg., compensating controls
rt?:;t(rial FTSEIEr) OT/Cyber 2-Unlikely 5 - Critical 10 High OT firewall, passive monitoring
gggal EREEET § People 4-Likely 3 - Moderate 12 High Awareness training, MFA, callbacks
Key Talent Loss (OI/IT) People 3-Possible 3 - Moderate 9 Med Documentation, cross-training
3rd-Party SaaS Breach  Supply Chain  3-Possible 4 - High 12 High CASB, TPRM, data classification
et QI Emerging 1-Rare 5 - Critical 5 Med Crypto-agility roadmap, PQC pilot

Cryptography Transition




® SECTION 03 Risk Assessment — Building Your Risk Picture

3.3 BUSINESS IMPACT
ANALYSIS FOR
MANUFACTURING OPS

Why Manufacturing BIA
Is Different

Some manufacturing processes cannot survive
any outage. Continuous operations (reactors,
furnaces, extruders), time-sensitive batch
steps, and safety-critical operations have
process windows measured in minutes. For the
most critical OT systems, “tolerable downtime”
does not exist—any unplanned outage
immediately puts WIP in jeopardy.

ILLUSTRATIVE BIA
VALUES

$5 to $10M

of WIP is tied up in a $2M
per day plant with 72 hour
production cycles.

~20-30%

of batches are in
time-sensitive steps at
any moment.

$2 to $4M

of WIP could be at risk of
quality deviation during a
4 hour MES outage, before

equipment requalification and
customer penalty costs.

Recovery Time and Point Objectives

TIER EXAMPLE RTO RPO

SYSTEMS ARCH. PATTERN

KEY REQS

Active-Active +
sync repl.

No SPOF; zero

<30min < 5min
manual steps

Tier 1 - Mission-Critical MES, SCADA, SIS, DCS

Active-Passive +
async repl.

Scheduling, QMS,
ERP Prod.

Auto failover;

<4 hrs < 30 min qtrly DR tests

Tier 2 - Production

Warm standby +

hourly backup Semi-annual DR test

Tier 3 - Business Corp. ERP, HR, CRM, PLM < 24 hrs <4hrs

Reporting, archival, <72 hrs <24 hrs Regular backup +

Tier 4 - Important .
non-crit restore

Annual test; manual OK

Tier 5 - Standard Static content, dev/test <7 days <24 hrs  Backup only Rebuild acceptable




3.4 QUANTITATIVE RISK ANALYSIS APPROACHES

Factor Analysis of Information Risk (FAIR)

Applying FAIR to a MES ransomware scenario: Loss Event Frequency 15%/year, Loss Magnitude
$3M (rapid recovery) to $80M (extended outage with full WIP scrap). Annual expected loss:
~$10M—directly justifying MES-specific security investments.

Scenario-Based Analysis Example

For organizations not ready for full FAIR: define 5-10 high-priority scenarios, estimate best-case/
most-likely/worst-case financial impacts, and use ranges to prioritize investment.

— KEY TAKEAWAYS )

v/ Manufacturing BIA must be driven by operational requirements—
particularly time-sensitivity of in-process batches—not generic IT
benchmarks.

v The risk register should be reviewed quarterly, updated after incidents,
and used actively in investment decisions.

v/ Quantitative risk analysis (FAIR or scenario-based) provides financial
context for rational investment decisions.

V' Recovery tier classification should map directly to architecture—no HA
clustering means it’s not Tier 1.
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4.1 FRAMEWORK INTEGRATION

No single framework covers all manufacturing IT risk.

Integrate: NIST CSF 2.0 (organizing structure), IEC 62443 (OT/industrial cybersecurity), ISA/
IEC 62443-3-3 (system security levels), ISO/IEC 27001:2022 (ISMS), and CIS Controls v8
(prioritized implementation actions).

Framework Integration Principle

Select one primary framework (NIST CSF recommended) and supplement with domain-specific
standards. A control crosswalk across frameworks reduces duplication and demonstrates how
controls address multiple compliance requirements simultaneously.

4.2 CONTROL DOMAIN MATRIX

DOMAIN PREVENTIVE DETECTIVE CORRECTIVE STANDARDS MAT. -E;AEFSI'_
MFA, PAM, ZTA, . . NIST 800-63,

IAM RBAC Login anomaly, UBA  Acct lockout, review 1SO 27001 L4 L4

. EDR, encryption, Av alerts, file . . )

Endpoint MDM integrity Isolation, reimaging  CIS controls V8 L3 L3

Network  NCFW, . IDS/IPS, NDR, ACL changes, NIST CSF, IEC 62443 L3 L3
micro-segregation NetFlow quarantine

oT/ICS Purdue model, OT Pass.lve.OT .Eqmp.ment IEC 62443, ISA-99 L2 L3
FW monitoring isolation, manual

Application ESSBDAST’ WAF, RASP, log analysis Patching, rollback OWASP, NIST 800-218 L3 L3

Data Prot DLP, g_ncrypt, DLP alerts, audit Data wipe, access ISO 27001, GDPR L4 L4
classification logs revoke

Vulnerability Patch mgmt, Vulnerability . _

Mgmt hardening scanning Emergency patching NIST 800-40 L3 L3

R Playbooks, SOC, SIEM, SOAR, Containment, NIST 800-61, ISO L3 L3
tooling threat hunt eradication 27035

3rd Party  Duediligence, Continuous external /o o+ remediation  NIST 800-161 L2 L3
contracts monitor

BC/DR BCP/DRP, tested DR monitoring, BIA Failover, restore ISO 22301 L3 L3
backups

Compliance  Holicy, controls SIEM, compliance o ediation plans ~ SOX, GDPR, ITAR/EAR L4 L4
testing monitor

Sty SBOM, vendor Threat intel scoring  Alternate sourcing  NIST 800-161 CISA L2 L3

Chain security requirement
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4.3 IDENTITY AND ACCESS MANAGEMENT —
THE FOUNDATION

Why IAM Is the Highest-Priority Control

The vast majority of significant security incidents—including most ransomware and almost all
nation-state intrusions—involve compromised identities. Robust IAM interrupts the attack chain
at multiple points.

Zero Trust Architecture

Abandon the assumption that users inside the network can be trusted. Verify every access
request regardless of origin. In manufacturing, where OT/IT networks are interconnected and
third-party access is pervasive, ZTA is a necessary adaptation.

DOMAIN PREVENTIVE DETECTIVE CORRECTIVE

Verify every user,

Identity Trust by network loc. MFA everywhere; PAM for MES, SCADA, ERP

every time
Device Corp. devices on LAN Eé)anl'iir?uously validate Device certs; MDM; extend to OT endpoints
Network Perimeter FW = Security Micro-segment by app Segment OT, R&D, corporate, cloud; SDP
Application Broad access on LAN ;’s(r:—essission app ZTNA for remote; JIT for production systems
Data Protection by boundary g\l/?esrfli\fvyhirgmted DLP on Restricted data; encrypt in transit/rest
Analytics Perimeter logs only Cross-pillar behavioral UEBA across [T+OT; Al-driven anomaly

detection




Privileged Access Management

Core PAM capabilities: password vaulting (encrypted vault, auto-rotation, session checkout),
session recording (deterrent for attackers and insiders), just-in-time access (time-windowed,
auto-revoked), dual control for critical actions, and vendor access mediation through PAM—no
direct VPN access.

4.4 OT SECURITY — PROTECTING THE PRODUCTION
FLOOR

The Purdue Model and Its Limitations

The Purdue Enterprise Reference Architecture (Levels 0-5) remains valid as a design framework,
but was developed before cloud, mobile, and Industry 4.0. Modern plants routinely violate
Purdue separation for operational efficiency. Each deviation creates risk that must be

managed explicitly.

IEC 62443: The Standard for Industrial Cybersecurity

IEC 62443 establishes comprehensive requirements for industrial automation security: security
management systems, architecture, component requirements, and security levels. It should be
the primary OT security framework and a procurement requirement for all new equipment.

OT Passive Monitoring

Unlike IT, most OT environments cannot tolerate active scanning. Passive solutions listen to traffic and
reconstruct asset inventories, communication baselines, and anomaly alerts for industrial protocols
(Modbus, OPC UA, EtherNet/IP, Profinet).
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4.5 DATA PROTECTION — GUARDING THE
CROWN JEWELS

Data Classification in Practice:

Four-tier scheme:

Restricted
(proprietary processes, customer designs, formulations, defense
data—encrypt at rest/transit, DLP)

Confidential
(yield data, financial plans, M&A, unpublished patents—
encrypt, access controls)

Internal
(general engineering docs, SOPs—basic access controls)

Public
(press releases, datasheets—no special protection)

00 O &

— KEY TAKEAWAYS

Vv’ Integrate NIST CSF (IT), IEC 62443 (OT), and industry-specific standards
as complementary foundations.

v/ Zero Trust principles are increasingly necessary in OT/IT-converged
environments — traditional perimeters no longer provide sufficient
protection.

v PAM with JIT provisioning provides the highest per-dollar security ROI.

v’ |EC 62443 should be a procurement requirement for all new
production equipment.

v/ Data classification is the prerequisite for data protection—prioritize
Restricted class data.




JLATORY COMPLIANCE
VIGATING THE LEGAL

LANDSCAPE
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5.1 THE REGULATORY LANDSCAPE AT A GLANCE

DOMAIN PREVENTIVE DETECTIVE CORRECTIVE SYSTEMS

EAR US (global) Demed—party. screening; tech Criminal up to $‘I.M./V|olat|on; ERP, HR, PLM, access control
control plans; access controls loss of export privileges

ITAR US (global) Acc_:ess'restrlgtlons for d_efense Criminal up to $1M; PLM, ERP, physical access,
articles; marking & tracking debarment eng. systems
72-hr breach notification; data  Up to 4% global revenue or HR, CRM, marketing,

CIDIFR EU + global subject rights; DPA, RoPA €20M collaboration

SOX US-listed I_T Gen_eral Cont_rols over SEC .enforcement; criminal ERP, financial reporting,
financial reporting liability databases
Material incident disclosure

SEC Cyber US-listed on form 8-K within 4 business SEC enforcement; lawsuits All'IT systems; IR processes
days

IEC 62443  Global (vol.) oT sevcurlty zone design; Contractual penalty; SCADA, DCS, PLCs, MES
security levels customer req.

NIS2 EU Risk mgmt;‘|nC|dent reportlng Up to €10M or 2% global Critical infra IT; OT systems
(24/72 hrs); supply chain turnover

FDA 21 Electronic records & signatures; Warning letters; consent

CFR 11 US (pharma) audit trails decree; seizure QMS, MES, LIMS, ERP

OSHA PSM  US Safety system integrity; Fines up to $156K/violation;  SCADA, SIS, DCS, safety

management of change

criminal

PLCs




5.2 EXPORT CONTROLS: THE HIGHEST-
CONSEQUENCE IT RISK

EAR and ITAR restrict technology transfer to foreign persons, entities, or countries. Critical point:
electronic transmission of controlled technical data to a foreign national—even within the US—
constitutes a “deemed export” requiring the same authorization as physical export.

Deemed Export Risk

Engineering file shares, PLM systems, and specification repositories often grant access based on job
function without nationality screening. Auditing export-controlled data repositories against workforce
eligibility often reveals significant compliance exposure.

5.3 SOX COMPLIANCE: IT GENERAL CONTROLS

SOX Section 404 requires adequate internal controls over financial reporting. The four primary
ITGC areas: Logical Access Controls, Change Management, Computer Operations, and
Program Development.

SOX and Operational Risk Intersection

SOX ITGC failures indicate operational weaknesses. A change management failure allowing unauthorized
ERP modifications is simultaneously a SOX finding and an operational risk event. Integrating SOX testing
with operational risk monitoring improves efficiency.
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5.4 INDUSTRY-SPECIFIC REGULATIONS

FDA 21 CFR Part 11

Governs electronic records and signatures in FDA-regulated industries: audit trails, access
controls, authority checks, and device checks. QMS, MES, and LIMS must be validated to
Part 11 requirements.

OSHA Process Safety Management

SIS, DCS, and safety PLCs must be managed under strict change management and access
control. Unauthorized modifications to safety system configurations can cause catastrophic
safety incidents.

— KEY TAKEAWAYS

v/ Export controls (EAR/ITAR) are the highest-consequence regulatory IT risk
for manufacturers with defense or dual-use products.

v IT access control systems are the primary enforcement mechanism for
export control compliance.

v/ SOX ITGC testing is more efficient when integrated with operational
risk monitoring.

v’ Regulatory compliance is a shared responsibility between IT, Legal, HR,
and business operations.

Regulatory obligations vary by product type, geography, and operating model, and
should be validated with legal and compliance counsel.
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6.1 THE INCIDENT RESPONSE LIFECYCLE

PHASE CORE ACTIVITIES TARGET LEAD TOOLS & ARTIFACTS

Correlate SIEM alerts; triage EDR/IDS;

1- Detection classify P1-P4; notify on-call

0-30 min SOC Analyst SIEM, EDR, PagerDuty

Determine scope; identify affected

2 - Analysis .
systems; preserve forensics; document

30 min-2 hrs  Security Analyst Forensic tools, CMDB

Isolate hosts; block malicious IPs;

o = ezl revoke creds; segment OT zones

1-8 hrs Incident Cmdr. Firewall, EDR, AD/PAM

Remove malware; remediate
4 - Eradication vulnerabilities; reset credentials; 4-48 hrs Security Eng. Scanners, patch mgmt
harden systems

Restore from verified backups; validate IT Ops + Backup platforms,

2 = NEESERY integrity; re-admit to production 8 hrs-2 wks Business monitoring
Root cause analysis; lessons learned;
6 - Post-Incident  update playbooks; regulatory 1-4 wks CISO + Risk PIR, risk register, ISAC

disclosures

6.2 INCIDENT SEVERITY CLASSIFICATION

P1— Critical: Production-halting incidents (MES, SCADA, safety systems). Nation-state intrusion
confirmed. Ransomware in production. Impact >$500K/hour.

P2 — High: Multiple business systems disrupted. Active intrusion in corporate network.
Confirmed Restricted data exfiltration. Impact $50K-$500K/hour.

P3 — Medium: Isolated system compromise. Corporate endpoint malware. Compliance incident.
Impact <$50K.

P4 — Low: Policy violations, failed attacks, phishing clicks without payload. Standard
operational response.

6.3 THE RANSOMWARE RESPONSE PLAYBOOK

The Critical First Hour

Determine: Is ransomware still spreading? Are OT systems affected? Are backups intact? What is
the scope of encrypted systems? Has the attacker maintained persistent access?



The OT Shutdown Decision Point

Whether to proactively shut down OT to prevent spread or maintain production while containing
the threat is one of the most consequential decisions. It must be pre-defined with clear
authority, criteria, and communication procedures.

Pre-Define the OT Shutdown Decision

Conduct tabletop exercises focused on this specific decision. Walk through a scenario where
ransomware is on the corporate network with indicators of potential OT access. Who decides?
What information do they need? Practicing under pressure reveals gaps.

6.4 POST-INCIDENT REQUIREMENTS

SEC Material Incident Disclosure

SEC rules require disclosure on Form 8-K within four business days of determining materiality.
Ransomware halting production, confirmed IP theft, or customer data breach would likely be
material events. Legal counsel, executive leadership, and the disclosure committee should be
engaged early in the materiality assessment process.

Customer Notification

Tier-1 OEM customers typically require notification within 24-72 hours per supplier agreements.
These obligations must be mapped and incorporated into the IR process.

— KEY TAKEAWAYS

v’ Define P1-P4 severity criteria with clear operational thresholds before
incidents occur.

v The first hour of ransomware response is disproportionately important—
pre-defined procedures determine success.

v The OT shutdown decision must be pre-defined with clear authority
and criteria.

v/ SEC Form 8-K disclosure requires materiality assessment built into
IR procedures.







7.1 THE MANUFACTURING BC/DR CHALLENGE

Unique constraints: equipment lead times of 6-18 months (no practical “backup plant”);
process qualification takes weeks to months; continuous process interruptions create
extended recovery timelines; WIP must be assessed for quality integrity before any
production decision.

7.2 BACKUP ARCHITECTURE DESIGN PRINCIPLES

Ransomware has rendered traditional backup architectures inadequate. Attackers target
backups before deploying against production. Required: Immutability (object lock or
WORM tape, unmodifiable even by admins), Air-gapping (at least one copy not network-
accessible), Separate authentication (independent from production), Regular restore
testing (monthly for critical systems—untested backups are hope, not capability).
Recovery capability should also be tested across identity, DNS, PAM, remote access,
segmentation, and safe plant restart dependencies.

7.3 CLOUD STRATEGY FOR BC/DR

Cloud offers rapid provisioning, geographic distribution, and pay-per-use economics.
Requires careful attention to latency-sensitive OT systems, export control compliance, data
residency, and cloud provider concentration risk.

— KEY TAKEAWAYS

v’ Manufacturing BC/DR is constrained by equipment lead times, process
qualification, and WIP integrity—unique to the industry.

v/ Tier 1 systems require fully automated failover—if it requires a human, it
can't reliably achieve sub-30-minute RTO.

v Immutable, air-gapped, independently authenticated backups are
baseline requirements.

v Untested recovery procedures are planning artifacts, not
operational capabilities.
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8.1 WHY THIRD-PARTY IT RISK MATTERS

The typical manufacturer has hundreds of vendors with IT connectivity or data access:
equipment vendors (remote diagnostics), CAD/PLM vendors, cloud providers, logistics providers
(ERP access), and raw material suppliers (auto-replenishment). Each connection is a potential

attack vector.

8.2 TPRM FRAMEWORK AND VENDOR TIERING

REVIEW

TIER PROFILE DUE DILIGENCE CYCLE EXAMPLE VENDORS
. . Full assessment, on-site .
. . Direct production access; . ! Annual + Machine tool OEMs, PLC/
Iiterr ) = et process IP; single-source ﬁUd't’ pen test, SOC 2 Type event SCADA, MES
Independent testing
Significant operational where appropriate and —
Tier 2 — High dependency; Confidential contractually permissible Annual Loglstlcs, cloud, IT MSP,
. ) ; major components
data instead of implying a pen
test is always feasible
Tier 3 - Limited impact; Internal- Standard questionnaire, Biennial General IT vendors,
Moderate class data only cert. check non-critical SaaS
Minimal data access; . . o . .
Tier 4 - Low no prod. connectivity: Registration + 3-year Utilities, facility services,

replaceable

standard terms

commodity

Dual authorization for safety-critical equipment changes.

Just-in-time provisioning (access only when ticket is open).

2
3
4. Session recording with anomaly flagging.
5

8.3 EQUIPMENT VENDOR REMOTE ACCESS

Traditional VPN approaches create unacceptable risk. Required architecture:

1. Secure Access Gateway (authentication, session recording, granular access).

Equipment-level access controls (limited to specific equipment).



® SECTION 08 Third-Party and Supply Chain Risk

8.4 SOFTWARE SUPPLY CHAIN SECURITY

Key practices: SBOM requirements for all production software, code signing verification
before deployment, isolated update testing, vendor security questionnaires for
development practices, and threat intelligence on vendor compromise.

— KEY TAKEAWAYS

v/ Third-party IT risk is unavoidable but manageable—the goal is systematic
visibility and proportionate controls.

v Vendor tiering (Tier 1-4) enables proportionate resource allocation.

v/ Equipment vendor remote access is the highest-risk third-party scenario
—requires a dedicated secure access gateway.

v/ SBOM and code signing are practical defenses for software supply
chain risk.
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® SECTION 09 Emerging Technology Risks

9.1 ARTIFICIAL INTELLIGENCE IN MANUFACTURING

Where Al Is Being Deployed

Predictive maintenance, automated visual quality inspection, process optimization, production
scheduling, demand forecasting, supply chain disruption prediction, and yield optimization. Each
introduces dependencies on model accuracy, data quality, and availability.

Al-Specific IT Operational Risks

Model drift (degrading accuracy as conditions evolve); adversarial attacks (fooling Al inspection
models); explainability gaps (operators need to understand why Al flags product); training data
security (proprietary data with independent IP value).

Generative Al and IP Protection

Engineers using GenAl may inadvertently include proprietary information in prompts: process
parameters, customer specs, internal cost data. Implement clear policies, technical controls, and
enterprise Al agreements with data protection terms.




Generative Al and Export Control

An engineer asking an external Al service to optimize a controlled production
process may create an unauthorized export of controlled technical data.
Include GenAl usage in export control training.

9.2 DIGITAL TWINS

Process and equipment digital twins enable virtual experimentation and predictive
maintenance. A calibrated process digital twin is itself valuable IP—requiring protection
commensurate with the data it encodes.

9.3 POST-QUANTUM CRYPTOGRAPHY READINESS

Quantum computers may arrive in 10-15 years. Manufacturing IP with 10-20 year value
horizons is vulnerable to harvest-now-decrypt-later attacks. Organizations should begin
cryptographic inventory and crypto-agility planning now, especially where long-lived
sensitive IP is involved.

— KEY TAKEAWAYS \

v/ Al in production-critical applications requires governance for model
monitoring, drift detection, explainability, and fallback.

v/ Engineers must be trained not to include controlled technical data in
Al prompts.

v Digital twin platforms require IP protection commensurate with the process
data they encode.

v/ Post-quantum cryptography migration must start now for data with long
confidentiality horizons.
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10.1 FROM KEY RISK INDICATORS (KRIs) TO ACTION

@ Green: Normal operations

@ Amber: KRl owner investigates, presents remediation plan within 30 days

. Red: Escalate to CISO within 24 hours, remediation plan within 7 days, weekly updates
until Green

10.2 THE KRI DASHBOARD

thresholds are illustrative and should be calibrated to asset criticality and compensating controls.

KRI MEASUREMENT FREQ. OWNER ESCALATION

Critical Patch % critical patches o _oco o

Compliance <30d >95% 85-95% <85% Monthly IT Ops CISO @ Red

. Avg hrs

Mean Time to Detect . . <4 hrs 4-12 hrs >12 hrs  Monthly SOC CISO @ Red
intrusion->alert

Mean Time to Avg hrs _

Fcmont alert-contain <8hrs 8-24hrs >24hrs Monthly socC CISO @ Red

Privileged (PAM) % PAM accts o oao o .

Account Review certified >98% 90-98% <90% Qtrly IAM Risk Cmt.

Backup Success o . o 95— o

Rate % Successful jobs >99.5% 99 5% <95% Weekly IT Ops CISO @ Red

ol Unplanned Outage hrs/mo <2 hrs 2-8 hrs >8 hrs Monthly OT/Plant VP Mfg.

Downtime

Vendor High-Risk % Tier-1rated o o o . .

Ratio High/Crit <5% 5-10% >10% Qtrly Risk Mgmt Risk Cmt.

Phishing Simulation % Clicking sim o a0 o .

Failure Rate phish <1% 1-4% >4% Monthly Security CISO

Vulnerability Crit. CVEs per 1K _ Vulnerability

Density sesete <1 1-3 >3 Weekly Mgmt CISO @ Red
% Tests meeting o _oco o Semi- .

DR Test Pass Rate RTO/RPO >95% 85-95% <85% Annual BC/DR Risk Cmt.

o,
Orphaned Accounts 7% Accts for 0% 0.1-1% >1% Weekly IAM CISO
ex-employees

% Completing

Security Awareness >95% 85-95% <85% Monthly HR/Security CISO

training
. % Sensitive stores o 600 o Security
Encryption Coverage encrypted >99% 95-99% <95% Qtrly Archtitecture CISO

OT Asset Inventory Iﬁ gr':/(l)[\;v; OT assets >98% 90-98% <90% Monthly OT Security CISO




® SECTION 10 KRIs, Metrics, and Governance

Trend Over Point-in-Time Status

87% patch compliance for three months trending upward tells a different story than a drop
from 95% to 87% this month. Report KRIs with trend indicators and 3-month sparklines. Trend
direction provides earlier warning than threshold crossing.

10.3 IT RISK GOVERNANCE FRAMEWORK
Board-Level Oversight

Quarterly reporting on material IT risks and incidents, annual deep-dive program review,
and direct CISO-to-board reporting at least annually. Translate technical risk into business
consequence: financial impact, operational disruption, customer exposure.

Three Lines of Defense

First Line (Business & IT Ops): Own and manage risks, implement controls.
Second Line (Risk & Security Functions): Independent oversight, risk assessment, policy, monitoring.
Third Line (Internal Audit): Independent assurance on first and second line effectiveness.

— KEY TAKEAWAYS N

v KRIs without response protocols are dashboards without teeth—define
escalation for each KRI.

v/ Trend analysis is more valuable than point-in-time status.

<

Board reporting should translate technical risk into business consequence.

v/ Three Lines of Defense works only when each line’s responsibilities are
clearly defined and resourced.
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SECTION 11 Security Culture and Organizational Resilience

11.1 SECURITY AWARENESS THAT ACTUALLY WORKS

Role-Based Awareness Content

Production Engineers:
CAD/PLM security, supplier collaboration, targeted spearphishing, IP theft cases.

Plant Operations:
Removable media controls, vendor access oversight, social engineering, physical security.

Finance/Legal:
BEC and wire transfer fraud, callback verification.

Executives:
Whaling attacks, deepfake impersonation, secure communication.

IT/OT Ops:
Secure administration, compromise recognition, change management discipline.
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11.2 TALENT RISK AND KEY PERSON DEPENDENCIES

Managing Key Person Risk

Knowledge documentation (architecture decisions, configurations, procedures, troubleshooting
guides), cross-training (formal hands-on for each critical domain), succession planning for senior
IT/security roles, and managed service partnerships for specialized capabilities.

11.3 ORGANIZATIONAL STRUCTURE FOR IT RISK

The Unified CISO Model

Organizations separating IT and OT security under different reporting lines consistently exhibit
larger gaps between domains. A unified governance model for IT and OT security can reduce
coordination gaps, improve accountability, and strengthen enterprise risk ownership.

Gaining Business Buy-In

Translate risk into operational/financial terms. “847 unpatched vulnerabilities” means nothing to a VP
of Manufacturing. “40% chance an unpatched MES vulnerability could cause a $10-30M production
disruption within 12 months” is actionable.

— KEY TAKEAWAYS N

v’ Role-based awareness produces dramatically better outcomes than
generic compliance training.

Vv’ Key person risk is severe—documentation and cross-training are
essential mitigations.

v A unified CISO over both IT and OT eliminates a structural vulnerability.

v/ Translating IT risk into financial/operational language is the most effective
engagement technique.







12.1 THE STRATEGIC ROADMAP

INITIATIVE HORIZON PRIORITY EXPECTED OUTCOME SUCCESS MEASURE

IT & OT Asset Inventory  0-3 mo Critical Sskmapslz(tei:nsqs;ttbaselme for 98% known assets in CMDB

MFA on All Remote 0-3 mo Critical Eliminate credential-based MFA coverage >99% remote

Access remote attacks

Imml_Jtable Eredz 0-3mo Critical Ransomware-resistant recovery Bagkup tested; RTO/RPO

Architecture validated

EDR Deployment (IT) 0-3 mo Critical Faster endpoint threat detection EDR on 100% managed
endpoints

Ransomware Tabletop 1-3 mo Validate IR readiness: find aaps Gaps documented; owners

Exercise ! gap assigned

Vendor Remote Access 0-6 mo Critical Eliminate unmanaged vendor All vendor access via gateway

Gateway VPN

IT Risk Management N o . . o .

Program 3-9 mo Systematic risk visibility Risk register live; qtrly reporting

IEC 62443 OT Security 3-9 mo Reduce OT attack surface 62443 controls on all Tier 1

Program equip.

OT Network Monitoring ~ 3-9 mo OT traffic visibility 100% OT network covered

TPRM Program Launch 3-9 mo rseydsltji?jr?c vendor risk All Tier 1 vendors assessed

Data Classification & 6-12 mo Protect Restricted IP from DLP on CAD/CAM. PLM, MES

DLP exfiltration

ISO 27001 Certification 6-18 mo Medium Formal ISMS certification Certification achieved

Zero Trust Architecture 12-24 mo Eliminate implicit trust ZTA maturity >3/5

OT-SOC Capability 12-24 mo 24/7 OT threat detection OT-SOC operational; SLA
defined

et ELRInNT Gl 12-24 mo Medium Prepare for quantum threat PQC inventory; pilot running

Roadmap

U CEEIEG 12-24 mo Medium Manage Al risk in production Framework published; Al

Framework inventory

ﬁ/l?a\tlapifyed = 18-36 mo Medium Fully tested automated recovery All Tier 1-2 DR tests passing

Stjay Clizlln Seeuliig 18-36 mo Medium Raise supplier security baseline  Security SLA in 90%+ Tier 1

Standards




® SECTION 12 The Strategic Roadmap — From Risk to Resilience

12.2 FOUNDATIONAL PRINCIPLES FOR IMPLEMENTATION

Risk-Driven Prioritization

Sequence initiatives based on your specific risk profile, maturity, and resources. Use the risk
register to drive prioritization—highest-priority initiatives address highest-impact, highest-
likelihood risks with the greatest control gaps.

Architecture Before Tools

Security tools without architecture produce security theater. Before investing in detection
platforms, ensure foundations are sound: networks segmented, privileged access
controlled, data classified, backups genuinely recovery-capable.

Making the Investment Case

Three approaches:

1. Expected loss reduction—quantify annual loss reduction via FAIR or scenario analysis.

2. Regulatory cost avoidance—security as the efficient path to compliance.

3. Competitive differentiation—demonstrating security posture to OEM customers is
increasingly revenue-protecting.

The CISO’s Most Powerful Tool

A well-constructed expected loss model transforms budget conversations from “how much does
security cost?” to “what risk do we retain if we invest less?” The second question is one business
leaders can answer based on their risk appetite.

— KEY TAKEAWAYS \

v/ Roadmap sequencing should be driven by the organization’s specific
risk profile.

v Architecture decisions have higher ROI than tool purchases—fix gaps
before adding tools.

v’ Expected loss quantification transforms security discussions from cost to
risk retention questions.

v' The goal is not perfect security—it is cost-effective resilience.




CONCLUSION:

RESILIENCE AS- ’\
COMPETITIVE '

ADVANTAGE

IT operational risk in manufacturing combines adversarial
intelligence with production environment sensitivity, IP value,
and global supply chain complexity. This guide provides a
systematic framework: understanding threats, assessing risk,
building proportionate controls, managing third parties, planning
for recovery, measuring outcomes, and governing with oversight.

Manufacturers that invest in IT resilience gain more than
downside protection. They gain the ability to commit confidently
to customer timelines, earn trust of OEM customers entrusting
them with sensitive designs, satisfy investors viewing
cybersecurity as a governance proxy, and adopt Industry 4.0
technologies without existential fear. Resilience is not merely a
cost of doing business—it is a competitive advantage.

FINAL REFLECTION

IT OPERATIONAL RISK MANAGEMENT IS NEVER FINISHED.

Threats evolve, technology changes, supply chains shift. The
organizations that sustain resilience embed risk thinking into
every decision: every equipment purchase, system integration,
vendor contract, and workforce decision. Those who make it a
shared instinct—from boardroom to production floor—will be
prepared for whatever comes next.
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APPENDIX A:
REFERENCE STANDARDS AND FRAMEWORKS

Cybersecurity Frameworks

NIST CSF 2.0 - NIST SP 800-30 (Risk Assessments) - NIST SP 800-53 (Security Controls) -
NIST SP 800-61 (Incident Handling) - NIST SP 800-161 (Supply Chain Risk) - NIST SP 800-218
(SSDF) - ISO/IEC 27001:2022 - ISO/IEC 27005:2022 - ISO 22301:2019 - CIS Controls v8 -
COBIT 2019

OT and Industrial Security

IEC 62443 (series) - ISA-99 - ISA/IEC 62443-3-3 - NERC CIP - IEC 61511 (Safety Instrumented
Systems) - NIST SP 800-82 (OT Security)

Regulatory Frameworks

EAR (15 CFR 730-774) - ITAR (22 CFR 120-130) - EU NIS2 Directive (2022/2555) - GDPR (EU
2016/679) - CCPA/CPRA - Sarbanes-Oxley - SEC Cybersecurity Disclosure Rules (2023) - FDA
21 CFR Part 11 - OSHA 29 CFR 1910.119 - NIST FIPS 203/204/205 (PQC, 2024)

Industry Resources

Manufacturing ISAC (mfgisac.org) - CISA ICS-CERT Advisories - NAM (nam.orq) - NIST MEP
(nist.gov/mep) - NIST NVD (nvd.nist.gov)

SOURCES:

1. National Association of Manufacturers (NAM). (2025). Facts about manufacturing
(expanded). National Association of Manufacturers.

2. Macrotrends. (2024). World manufacturing output. Macrotrends.

3. Opportimes. (2026). How many components does a vehicle have? Discover the complexity.
Opportimes.

4. 1SSSource. (2024). Ransomware costs manufacturers $1.9M a day. ISSSource.

5. IBM. (2024). What's behind the 51% drop in ransomware attacks? IBM Think Insights.

6. IBM Institute for Business Value. (2025). IBM X-Force Threat Intelligence Index 2025. IBM.

46


https://www.mfgisac.org/
https://nam.org/
https://www.nist.gov/mep
https://nvd.nist.gov/
https://nam.org/mfgdata/facts-about-manufacturing-expanded/#:~:text=Here%20are%20some%20facts%20about%20manufacturing%20in,employees%20were%20eligible%20for%20health%20insurance%20benefits.
https://nam.org/mfgdata/facts-about-manufacturing-expanded/#:~:text=Here%20are%20some%20facts%20about%20manufacturing%20in,employees%20were%20eligible%20for%20health%20insurance%20benefits.
https://www.macrotrends.net/global-metrics/countries/wld/world/manufacturing-output#:~:text=World%20manufacturing%20output%20for%202023,a%2017.78%25%20increase%20from%202020. 
https://www.opportimes.com/en/how-many-components-does-a-vehicle-have-discover-the-complexity/#:~:text=a%20vehicle%20have?-,Discover%20the%20complexity,the%20modern%20vehicle%20manufacturing%20sector. 
https://www.isssource.com/ransomware-costs-manufacturers-1-9m-a-day/
https://www.ibm.com/think/insights/whats-behind-51-drop-in-ransomware-attacks
https://www.ibm.com/thought-leadership/institute-business-value/en-us/report/2025-threat-intelligence-index 

APPENDIX C:
GLOSSARY OF KEY TERMS

OT/IT Terms

PLC: Programmable Logic Controller - ruggedized industrial computer controlling
manufacturing automation

SCADA: Supervisory Control and Data Acquisition — monitors and controls industrial processes
across distributed sites

DCS: Distributed Control System - control system with distributed elements throughout the process
MES: Manufacturing Execution System - tracks, schedules, and manages production processing
HMI: Human-Machine Interface — operator interface to controllers or production systems

OPC UA: Open Platform Communications — machine-to-machine protocol for industrial automation
SIS: Safety Instrumented System - takes automated action to maintain safe plant state

CAD/CAM: Computer-Aided Design/Manufacturing - product design and manufacturing
programming software

WIP: Work-In-Process - product currently in progress through manufacturing

FAT: Factory Acceptance Test - vendor-site testing to verify equipment meets specifications

IT Risk and Security Terms

FAIR: Factor Analysis of Information Risk — quantitative framework translating risk to financial
loss estimates

PAM: Privileged Access Management — controls for accounts with elevated privileges

ZTA: Zero Trust Architecture - “never trust, always verify” security design philosophy

SBOM: Software Bill of Materials — formal inventory of software components and dependencies
TPRM: Third-Party Risk Management - structured program for managing third-party risks
MTTD: Mean Time to Detect — average time from incident occurrence to detection

MTTR: Mean Time to Respond - average time from detection to containment

BIA: Business Impact Analysis - assessment of disruption consequences

RTO: Recovery Time Objective — maximum acceptable outage duration

RPO: Recovery Point Objective - maximum acceptable data loss (measured in time)

KRI: Key Risk Indicator — quantitative metric providing early risk warning

PQC: Post-Quantum Cryptography - algorithms designed to resist quantum computer attacks

IT Operational Risk in the Manufacturing Industry | 2026 Edition - Enterprise Risk & Compliance Series
This document is intended for informational purposes only.
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ABOUT MALA TECHNOLOGY ADVISORS
TECHNOLOGY INNOVATION STARTS HERE

MALA Technology Advisors is a leading technology advisory firm helping businesses modernize,
adapt, and grow through smart, strategic use of technology. MALA stands for Modernization,
Agility, Leadership, and Advancement—the values that guide everything we do. As a vendor-
neutral strategic partner, we work with forward-thinking organizations to align business

and information technology goals. Using our 4-Pillar approach, we help clients reimagine,
restructure, and renew business IT initiatives to create agile and resilient organizations.

Our Services

Managed Cybersecurity - Cloud Services - Network and SD-WAN - Managed IT - Communications
as a Service - loT and Wireless - Professional Services - Devices

How We Work

Our expert team of technology and business professionals works side-by-side with your
organization across a proven engagement model: IT Strategy development, Environment
Assessment, Vendor Identification and Selection, Proposed Solution design, and ongoing
Account Management. We don't just consult—we partner to simplify complexity, accelerate
progress, and unlock new opportunities for growth.

What Sets Us Apart

Our team is a diverse network of consultants and industry professionals with a global mindset and
a collaborative culture. We focus on Workplace Technology Innovation, Flexibility in Integration
and Implementation, Perpetual Enablement, and Human Connection. The speed of change in
technology today is driving a matched evolution of the IT landscape—and more than ever, IT
departments rely on MALA Technology Advisors to help them innovate and plan for the future.

GET IN TOUCH
500 Commercial Street, Suite 502, Manchester, NH 03101
(603) 802-2469 - info@malatechadvisors.com
malatechadvisors.com
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